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Executive summary

We welcome NIST’s effort to provide guidance on managing misuse risk for dual-use foundation models.
The initial public draft of NIST Al 800-1 is a commendabile first step. In this submission, we suggest
further improvements.

e Proportionality. NIST Al 800-1 should specify what constitutes a dual-use foundation model.
Relatedly, it should specify the conditions under which it is particularly important to adhere to the
guidance.

o Risk thresholds. The decision to deploy a dual-use foundation model should not be determined by
comparing risk estimates with risk thresholds (i.e. thresholds defined in terms of the probability and
severity of harm). Instead, NIST Al 800-1 should talk about thresholds more broadly, which might also
include capabilities thresholds (i.e. thresholds defined in terms of model capabilities and adequate
mitigations).

e Safety frameworks. Developers of the most capable foundation models should implement an Al
safety framework as specified in the Frontier Al Safety Commitments. Al safety frameworks are risk
management policies intended to keep the potential risks associated with developing and deploying
dual-use foundation models to an acceptable level.

e Safety case. Developers of the most capable foundation models should prepare a safety case ahead
of deployment. Safety cases are structured arguments, supported by evidence, that a system is
sufficiently safe in a specific deployment context.

e Al agents. NIST Al 800-1 should recommend how post-deployment monitoring practices should
account for Al agents. Al agents are Al systems that can pursue complex goals, with little to no
explicit human instruction for how to do so

Table 1 provides a breakdown of our recommendations, which we set out in detail throughout the
remainder of the document. For some of our recommendations, though not for all, we suggest
sentence-level suggestions in Appendix A.

1. International Frontier Al Safety Developers of dual-use foundation models should implement an Al
harmonization Commitments safety framework as specified in the Frontier Al Safety Commitments

Recommend some additional practices included in the Frontier Al
Safety Commitments.

Hiroshima Process Consider recommending some additional actions set out in the G7
International Code of Conduct ~ Code of Conduct.

for Organizations Developing

Advanced Al Systems

Emerging Processes for Consider more closely aligning terminology with the Emerging
Frontier Al Safety Processes for Frontier Al Safety.

Recommend some additional practices set out in the Emerging
Processes for Frontier Al Safety.

2. Proportionality of Clarify what models are in Though specifying this definition further is a considerable task, we
practices scope expect that NIST is the best-placed institution in the US executive
branch to do so.



3. Improvements to
proposed practices

4. Suggesting new
practices

5. Role of other actors in
the supply chain

Differential treatment of
different actors

Prioritizing between different
practices

Risk estimates

Validating model evaluations
and risk estimates

Risk thresholds

Post-deployment monitoring

Transparency requirements

Safety frameworks

Safety cases

Downstream developers

Compute providers

The guidance should leave some ambiguity in its definition.

Specify inclusions, i.e. systems that are likely to fall under the
definition.

Specify more exclusions, i.e. systems that are unlikely to fall under
the definition.

Consider expanding the scope beyond dual-use foundation models.

Developers of the most capable models should comply with more
extensive practices.

Inversely, developers of less capable models may adopt light-touch
versions of the practices.

Developers of open foundation models should be treated differently.

Prioritize practices to inform developers’ decisions about where to
dedicate resources.

Add recommendations on how these estimates should be
conducted.

Recommend that developers validate their model evaluations and
risk estimates

Define terms related to Al risk thresholds and use them consistently.

Build the recommendations around “thresholds,” rather than “risk
thresholds”.

Adjust recommendations on how to set risk thresholds.

Recommend that assessments are made as to how close thresholds
are to being breached

Adjust recommendations on how to use risk thresholds.
Add recommendations on how to use capabilities thresholds.
Add recommendations on how to set capabilities thresholds.

Add recommendations for how post-deployment monitoring practices
should account for Al agents.

Expand the recommendations for publishing regular transparency
reports.

Recommend that companies report certain information directly to the
government.

Expand the recommendations for reporting incidents and hazards.

Developers of the most capable foundation models should
implement a safety framework.

Developers of the most capable foundation models should prepare a
safety case ahead of deployment.

Developers of foundation models should take additional steps to
manage the risk from downstream development.

Downstream developers should consider adopting the
recommendations in NIST Al 800-1 where appropriate.

Developers of foundation models may benefit from choosing
responsible compute providers.

Table 1: Overview of our recommendations
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1. International harmonization

We think that NIST Al 800-1 should be aligned, where appropriate, with other initiatives, such as the
Frontier Al Safety Commitments, the International Code of Conduct for Organizations Developing
Advanced Al Systems, and the policy paper Emerging Processes for Frontier Al Safety. Such alignment
could be a matter of ensuring compatibility with best practice and existing commitments, which may
reduce compliance burdens and increase adherence to the guidelines. Alignment could also help identify
measures already undertaken or committed to by companies that would support the goals of NIST Al
800-1.

Frontier Al Safety Commitments

At the Al Seoul Summit 2024, leading Al companies—including those that are most likely to develop
dual-use foundation models—signed the Frontier Al Safety Commitments (DSIT. 2024), in which they
commit to take a number of safety measures ahead of the 2025 Al Action Summit in France. We think
that NIST Al 800-1 should be compatible with these commitments, to the extent that implementing the
recommendations would support adherence with the commitments that are relevant to misuse risks.

e Developers of the most capable foundation models should implement a safety framework as
specified in the Frontier Al Safety Commitments. Safety frameworks are risk management policies
intended to keep the potential risks associated with developing and deploying dual-use foundation
models to an acceptable level. NIST Al 800-1 should include specific reference to safety frameworks.
For more detail on this recommendation, see Al safety frameworks below.

e Recommend some additional practices included in the Frontier Al Safety Commitments. One
example would be to recommend that developers explain how external actors, including the public,
“are involved in the process of assessing the risks of their Al models and systems, the adequacy of
their safety framework [...], and their adherence to that framework” (DSIT. 2024). Doing so would help
external stakeholders more accurately judge the trustworthiness of companies’ statements about their
models and safety practices.

Hiroshima Process International Code of Conduct for Organizations Developing
Advanced Al Systems

At the Hiroshima Summit 2023, the G7 agreed to an International Code of Conduct for Organizations
Developing Advanced Al Systems (G7, 2023b), which is based on the Hiroshima Process International
Guiding Principles for Organizations Developing Advanced Al Systems (G7. 2023a) and the OECD Al
Principles (QECD., 2024a). We think that NIST Al 800-1 is already broadly aligned with the Code of
Conduct, but including some additional actions could be beneficial.

e Consider recommending some additional actions set out in the G7 Code of Conduct. For
example, NIST Al 800-1 could specifically recommend that developers implement “physical” security
controls, as part of the recommended practices to manage security risks, in addition to cybersecurity
and insider threat safeguards. Doing so will help ensure that developers consider the full range of
security controls available, as well as how these different types of controls complement one another.
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Emerging Processes for Frontier Al Safety

Ahead of the 2023 Al Safety Summit in Bletchley Park, the UK’s Department for Science, Innovation and
Technology (DSIT) published a policy paper on Emerging Processes for Frontier Al Safety (DSIT, 2023)
which set out nine practices for the safe development and deployment of frontier Al models. NIST Al
800-1 would benefit from drawing on aspects of this paper, as specified below.

e Consider more closely aligning terminology with the Emerging Processes for Frontier Al
Safety. For example, both documents talk about certain model capabilities. While DSIT uses the term
“‘dangerous capabilities”, NIST Al 800-1 mostly refers to them as “capabilities of concern”, but it
occasionally also uses the term “dangerous capabilities”. “Dangerous capabilities” seems to be a
more commonly used term in Al safety frameworks (Anthropic, 2023; OpenAl, 2023) and in the
literature (Shevlane et al., 2023; Phuong et al., 2024), so it may be appropriate for NIST Al 800-1 to

instead use this term consistently.

¢ Recommend some additional practices set out in the Emerging Processes for Frontier Al
Safety. For example, NIST Al 800-1 could recommend that developers establish policies that set out
what information they will share externally and with whom (e.g. governments, the public etc.), as well
as what information they will not share. As DSIT explains, these policies could also specify when
information-sharing would be subject to a risk assessment, along with guidelines for carrying out an
assessment. Furthermore, there are some additional practices that NIST Al 800-1 may want to
include in Table 1 (Example Safeguards Against the Misuse of Foundation Models), such as “data
auditing”, given its potential to help developers identify potentially harmful data in training datasets.

2. Proportionality of practices

It is important that NIST Al 800-1 mitigates misuse risk without unnecessarily stifling innovation. The
practices should therefore be proportionate to the risks involved. To this end, we suggest clarifying what
models are in scope and to make changes that allow for differential treatment of different actors and
prioritization between different practices.

Clarify what models are in scope

Developers may find it difficult to determine whether their models fall under NIST’s definition of “dual-use
foundation models”, which is drawn from Executive Order 14110 (White House. 2023)." While it is clear
what constitutes a model trained using self-supervised learning containing tens of billions of parameters,
we estimate that at least 180 such models have been publicly released to date, with many more to come.?
Most importantly, it may not be clear what constitutes “high levels of performance at tasks that pose a
serious risk to security, national economic security, national public health or safety, or any combination of
those matters”. Although we think that few, if any, present serious risks today, others may disagree and
companies may end up taking an overly cautious approach.

' Executive Order 14110 defines “dual-use foundation model” as “an Al model that is trained on broad data; generally uses
self-supervision; contains at least tens of billions of parameters; is applicable across a wide range of contexts; and that exhibits, or
could be easily modified to exhibit, high levels of performance at tasks that pose a serious risk to security, national economic
security, national public health or safety, or any combination of those matters, such as by: (i) substantially lowering the barrier of
entry for non-experts to design, synthesize, acquire, or use chemical, biological, radiological, or nuclear (CBRN) weapons; (ii)
enabling powerful offensive cyber operations through automated vulnerability discovery and exploitation against a wide range of
potential targets of cyber attacks; or (iii) permitting the evasion of human control or oversight through means of deception or
obfuscation.”

2 We estimate that ~120 models if narrowly applicable models, such as those trained solely on biological sequence data, are
excluded. Estimates using data from (Epoch Al. 2024).


https://assets.publishing.service.gov.uk/media/653aabbd80884d000df71bdc/emerging-processes-frontier-ai-safety.pdf
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e Though specifying this definition further is a considerable task, we expect that NIST is the
best-placed institution in the US executive branch to do so. They could make some progress on
this point in this iteration of the guidance, though we expect future iterations and dedicated
workstreams will be required.

e The guidance should leave some ambiguity in its definition. Such ambiguity is necessary as it
reflects our uncertainty of what models pose serious risks. Nonetheless, the guidance can specify
inclusion and exclusion criteria, thereby providing more certainty for at least some actors.

e Specify inclusions, i.e. systems that are likely to fall under the definition. For example, this
might include any model that is trained using more than 10? operations. It could also include any
model that exceeds certain predefined thresholds of misuse-relevant capabilities. Though developing
such thresholds may have to be left for future iterations of the guidance.

e Specify more exclusions, i.e. systems that are unlikely to fall under the definition. For example,
NIST Al 800-1 could specify that image-only models are not “applicable across a wide range of
contexts”.

e Consider expanding the scope beyond dual-use foundation models. There are certain Al models
that present significant dual-use potential and where the guidance may be applicable, but may not be
appropriately termed foundation models or otherwise fit the definition from Executive Order 14110.
Notably, biological design tools (BDTs) may fit into this category (Sandbrink, 2023). We recommend
that the NIST Al 800-1 specifies that it (or parts thereof) might be appropriate for certain Al models
that do not fit the dual-use foundation model definition, such as BDTs.

Differential treatment of different actors

To increase proportionality, NIST Al 800-1 should clarify that not all developers of dual-use foundation
models should necessarily comply with all practices. Instead, different actors should be treated differently.
This differentiation should be based on the amount of risks and benefits they produce, as well as their
ability to comply with more costly practices. We suggest that the guidance has at least a paragraph
describing the conditions under which more effort to reduce misuse risk is warranted, while also
highlighting particular practices that are suitable for actors whose models pose the greatest misuse risk.
In more detail:

e Developers of the most capable models should comply with more extensive practices.
Generally speaking, more capable models pose higher risks. Hence, developers of the most capable
models should comply with the most extensive practices. A good, but imperfect, proxy for a model’s
capabilities are the computational resources used to train it (“training compute”) (Heim & Koessler,
2024; Koessler et al.. 2024). We think it makes sense to use the same threshold as Executive Order
14110 (White House, 2023), i.e. models trained with more than 10%® operations. Developers of
dual-use foundation models trained with more than 10%® operations should be expected to comply
with more extensive practices.

e Inversely, developers of less capable models may adopt light-touch versions of the practices.
For example, developers of models trained with less than 102 operations should not be expected to
prepare a safety case (see below). They may also follow a simplified process for anticipating potential
misuse risk (e.g. by including fewer and less detailed threat profiles).


https://arxiv.org/abs/2306.13952
https://arxiv.org/abs/2405.10799
https://arxiv.org/abs/2405.10799
https://arxiv.org/abs/2406.14713
https://www.govinfo.gov/content/pkg/FR-2023-11-01/pdf/2023-24283.pdf

Developers of open foundation models should be treated differently. By “open foundation
models”, we mean models with broadly available model weights (Kapoor et al.. 2024). Open
foundation models have significant benefits (Seger et al., 2023; Kapoor et al., 2024; Eiras et al., 2024;
NTIA, 2024; Bateman et al., 2024; Seger & O’Dell, 2024). For example, they can be used for new
research, enable external oversight, and decentralize control. At the same time, they might increase
misuse risk. This is because safety measures can be removed (Zhan et al.. 2023; Lermen et al..
2023; Gade et al., 2023), deployment of open models is irreversible, and it is not possible to restrict
access to the model for certain people (e.g. terrorists or authoritarian governments). Against this
background, NIST Al 800-1 should modify some of the practices (perhaps in the Appendix). In
particular, developers of open foundation models should consider alternatives to open-source,
conduct more extensive risk assessments before open-sourcing a highly capable foundation model,
and elect not to open-source foundation models that are more capable than all existing models.

We wish to emphasize that, in our view, the ideological conflict between “pro-open” and “anti-open”
camps has not been particularly helpful. We therefore welcome the emerging consensus (Bateman et
al., 2024) and more nuanced discussion of openness in Al (Seger & O’'Dell, 2024).

Prioritizing between different practices

Another way of increasing proportionality could be to prioritize between different practices. NIST Al 800-1
should clarify that some practices are more urgent or warrant more investment than others. This would
support developers in identifying what are likely to be the most important practices.

3.

Prioritize practices to inform developers’ decisions about where to dedicate resources.
Developers will likely be at different stages when it comes to adopting practices to manage misuse
risk. While some developers may have already adopted many of the practices in NIST Al 800-1,
others may not have done so. Furthermore, developers that have already adopted practices covered
in NIST Al 800-1 may need to review and update them in light of the guidelines. Developers will
therefore need to make decisions about which practices they choose to implement first and how
much they invest in each of the practices. Against this background, NIST Al 800-1 could indicate
which practices are likely to be of higher or lower priority for the majority of developers.

Improvements to proposed practices

We recommend further improvements to the following practices: risk estimates, risk thresholds,
post-deployment monitoring, and transparency.

Risk estimates

Add recommendations on how these estimates should be conducted. NIST Al 800-1 does not
provide any guidance on how developers should conduct different types of risk estimates. Since best
practices do not yet exist, we think more guidance in the form of suggestions would be useful. For
example, NIST Al 800-1 might specify whether estimates should be qualitative, quantitative, or
semi-quantitative; who should conduct them; how estimates should be aggregated; how aggregated
estimates should be combined, etc. (Schuett et al., forthcoming).


https://arxiv.org/abs/2403.07918
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https://carnegieendowment.org/research/2024/07/beyond-open-vs-closed-emerging-consensus-and-key-questions-for-foundation-ai-model-governance?lang=en
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https://arxiv.org/abs/2311.05553
https://arxiv.org/abs/2310.20624
https://arxiv.org/abs/2310.20624
https://arxiv.org/abs/2311.00117
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Validating model evaluations and risk estimates

e Recommend that developers validate their model evaluations and risk estimates. The science
of Al model evaluation and risk estimation is still in its infancy. It is currently not clear what the results
from misuse-relevant benchmarks entail about a model’s potential for misuse. Sometimes, this is due
to problems of internal validity. For example, a model might only perform well on the Weapons of
Mass Destruction Proxy (WMDP) benchmark (Li & Pan et al., 2024) because it has memorized the
test set, rather than having generally useful WMD-relevant capabilities.® Other times, there are
problems of external validity. Even if the model is capable of supporting certain WMD-relevant tasks,
users may fail to elicit or benefit from those capabilities. We recommend that NIST Al 800-1
(particularly under Objective 1) clearly states the problem of designing valid model evaluations and
risk estimates, while highlighting methodologies that could be used to increase validity. These include
post-deployment monitoring (mentioned in Practice 6.1), human uplift studies, and threat modeling.

Risk thresholds

Risk thresholds play a key role in NIST Al 800-1. For example, Practice 2.1 recommends identifying a
level of misuse risk which the organization considers unacceptable, and Objective 5 recommends that
organizations should only deploy a model if misuse risks are within their risk tolerance. Although we think
these and other recommendations on risk thresholds are appropriate, we suggest the following changes.

o Define terms related to Al risk thresholds and use them consistently. NIST Al 800-1 does not
define the terms “threshold”, “risk threshold”, and “risk tolerance”. This is problematic because
different people might interpret the terms differently.* We therefore suggest defining and using the
following terms:

Term Definition

Thresholds Predefined values above which additional mitigations are deemed necessary.®

Risk thresholds Thresholds defined in terms of the probability and severity of harm.

Capability thresholds Thresholds defined in terms of model capabilities and adequate mitigations.

Red lines Thresholds defined in terms of unacceptable model capabilities regardless of mitigations.

Training compute thresholds Thresholds defined in terms of the computational resources used to train a model.

These terms and definitions are consistent with our recent papers Risk Thresholds for Frontier Al
(Koessler, et al., 2024) and Training Compute Thresholds: Features and Functions in Al Regulation
(Heim & Koessler, 2024). They will also be used in an upcoming OECD Survey on Thresholds for
Advanced Al Systems (see OECD, 2024b). We recommend adding these terms and definitions to the
Glossary in Appendix A. Once defined, the terms should be used consistently throughout the
document. This is currently not the case. For example, the terms “risk thresholds” and “risk tolerance”
seem to be used interchangeably (the difference is at least not explained). NIST Al 800-1 seems to
mostly use the term “risk threshold” to refer to the risk of harm. However, in Practice 3.2,

% See e.g. Alzahrani et al., 2024 model performance on popular benchmarks were shown to shift substantially by simply changing
the ordering of the question responses.

4 In particular, the term “risk threshold” is sometimes used both to refer to what we define as “risk threshold” and “threshold”, which
leads to confusion.

5 Note that DSIT (2024) uses a slightly different definition, namely predefined values “at which severe risks posed by a model or
system, unless adequately mitigated, would be deemed intolerable”.
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Recommendation 2, the term refers to the risk of model theft, which can be conceptualized as a risk
factor.

Build the recommendations around “thresholds,” rather than “risk thresholds” and “risk
estimates”. These thresholds could be risk thresholds (i.e. thresholds defined in terms of the
probability and severity of harm), but they could also be capabilities thresholds (i.e. thresholds
defined in terms of model capabilities and adequate mitigations). In fact, we think that developers of
dual-use foundation models should use a combination of risk thresholds and capabilities thresholds.
Capabilities thresholds are useful because they can be evaluated more reliably, whereas risk
thresholds are useful because they are more principled than capability thresholds (Koessler, et al.
2024).

Adjust recommendations on how to set risk thresholds. The recommendations to effectively
implement Practice 2.1 provide fairly detailed guidance on how to set risk thresholds. However,
although they talk about risk thresholds (as defined above), they may also be appropriate for setting
capabilities thresholds. Since there are no best practices on how to set risk thresholds, the
recommendations should be toned down somewhat. They should acknowledge multiple ways of
setting thresholds, including (1) by adapting existing risk thresholds from other industries, (2) by
weighing potential harms and benefits, (3) by surveying people, or (4) by reviewing revealed
preferences and ambient risks (McCaslin et al., forthcoming).

Recommend that assessments are made as to how close thresholds are to being breached, in
particular for the most capable models. This is consistent with Commitment Il in the Frontier Al Safety
Commitments (DSIT. 2024). It is important to make this recommendation explicit as some thresholds
could be qualitative or otherwise difficult to assess.

Adjust recommendations on how to use risk thresholds. NIST Al 800-1 recommends comparing
risk estimates to risk thresholds to determine if a dual-use foundation model should be deployed.
However, since the underlying estimates of the level of risk are still unreliable, we think risk thresholds
should not be used to determine such decisions (Koessler, et al., 2024). Instead, they should primarily
be used to set capabilities thresholds (see below). Besides that, they may be used as additional input
to holistic, risk-informed decision making.

Directly
Risk Compare Risk inform
estimates with thresholds decisions
Conduct Feed into
Frontier Al Indirectly High-stakes
system Input to inform  Help set decision
decisions
Conduct Feed into
Model Compare Capability
evaluations with thresholds

If no-go, implement additional
safety measures

Figure 1: Risk thresholds can directly and indirectly inform high-stakes Al development and deployment

decisions (Koessler. et al.. 2024).
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e Add recommendations on how to use capabilities thresholds. Capabilities thresholds are
thresholds that are defined in terms of model capabilities and adequate mitigations. The basic idea is
that developers conduct model evaluations (Shevlane et al., 2023; Phuong et al., 2024) and compare
the results with pre-defined capabilities thresholds. These could be defined in terms of, for example,
results on benchmarks or human uplift studies. They may only proceed (e.g. deploy a model) if either
the model does not have certain capabilities of concern or they have put in place adequate
mitigations. Several developers currently use this approach to make high-stakes development and
deployment decisions (Anthropic, 2023; OpenAl, 2023; Google DeepMind, 2024). NIST Al 800-1
should recommend that developers should set capabilities thresholds and only deploy a model if
either the model does not have certain capabilities of concern or the developer has put in place
adequate mitigations.

e Add recommendations on how to set capabilities thresholds. There are not yet any best
practices on how to set capabilities thresholds. In practice, most developers seem to use a somewhat
unstructured process. First, they create risk models (also known as “threat models” or “threat
profiles”). Then, they use human uplift studies and risk thresholds to specify different tiers of model
capabilities. NIST Al 800-1 should recommend using a similar approach.

Post-deployment monitoring

Objective 6 recommends that developers of dual-use foundation models collect and respond to
information about misuse after deployment. We think that the recommendations concerning information
collection should make reference to Al agents.

e Add recommendations for how post-deployment monitoring practices should account for Al
agents. Al agents are Al systems that can pursue complex goals, with little to no explicit human
instruction for how to do so (Chan et al., 2023, 2024a; Shavit et al., 2023; Kolt, 2024a). Many
developers are interested in building agents to automate a variety of real world tasks (e.g. OpenAl
Assistants, Microsoft AutoGen, MultiOn, Auto-GPT). In the future, Al agents could facilitate misuse by
reducing expertise bottlenecks. For example, they could potentially automate laboratory procedures
(Bran et al., 2023). Since Al agents may be able to autonomously change their environments,
evidence of misuse may not be obvious just from looking at the agents’ outputs. Furthermore, since
Al agents could interact with each other, evidence of misuse may also not be obvious just from
looking at the outputs or the impacts of a single agent. One promising direction, therefore, is to
increase visibility into Al agents and their actions (Chan et al., 2024a). Recommendations to support
this could include (i) monitoring the impacts of an Al system’s actions on its environment, in addition
to monitoring the Al system’s outputs, and (2) implementing methods for Al systems to identify
themselves to human or software entities with which they interact.

Transparency

According to Practice 7.1, developers of dual-use foundation models should publish regular transparency
reports. According to Practice 7.3, they should also report incidents and hazards to Al incident databases.
While we think these recommendations are sensible, we suggest the following changes.

e Expand the recommendations for publishing regular transparency reports. We think that
transparency reports should also include current and anticipated applications of the developers’
model. This could include a description of: (1) the domains in which a model is deployed or is
anticipated to be deployed, (2) the range of tasks the model performs or is anticipated to perform, and
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(3) usage trends (Kolt et al., 2024b). This information could help improve transparency about potential
misuse risks.

e Recommend that companies report certain information directly to the government. Many
misuse risks will benefit from government visibility and potential intervention, even where publicly
revealing such information could be harmful or undermine a companies’ interest. For example, ahead
of the release of an Al model that could significantly increase non-state actors’ cyber capabilities, the
government may benefit from putting more resources into cybersecurity. We expect that responsible
practice from developers would, at a minimum, involve adhering to Executive Order 14110’s
requirements to notify the Department of Commerce about models trained using more than 10%
operations, along with information about results from red teaming. NIST Al 800-1 could further specify
the types of information it may be important to report to the government ahead of a models’ release,
including estimated misuse risk and possible actions the government could take to reduce it.

e Expand the recommendations for reporting incidents and hazards. We think that developers
should be encouraged to distinguish between “safety” and “security” incidents in their reports. This
distinction may be helpful as there are usually different risk profiles and different treatments
associated with safety and security incidents (Khlaaf 2023; Qi et al. 2024). In addition, we think that
incident reports should include “near miss” incidents. These are events where a system’s interaction
with its environment had the potential to cause harm but did not (Wei & Heim, forthcoming). Near
miss events are important because they can provide valuable lessons for risk management (Wei &
Heim, forthcoming).

4. Suggesting new practices

We think that additional practices should be added to NIST Al 800-1, namely with regards to Al safety
frameworks and Al safety cases.

Al safety frameworks

Al safety frameworks are risk management policies intended to keep the potential risks associated with
developing and deploying dual-use foundation models to an acceptable level (METR, 2023, 2024). Some
developers have already published their frameworks (Anthropic, 2023; OpenAl. 2023; Google DeepMind,
2024), while another 13 developers have signaled their intent to release similar frameworks by February
2025 (DSIT, 2024). Safety frameworks are important because they play a key role in companies’ efforts to
manage catastrophic risks from Al, including misuse risks. They are also mentioned prominently in
several policy papers (e.g. DSIT, 2023).

e Developers of the most capable foundation models should implement a safety framework.
NIST Al 800-1 should recommend that developers of the most capable models (e.g. models trained
with more than 10% operations) should implement an Al safety framework as specified in the Frontier
Al Safety Commitments (DSIT, 2024).

Al safety cases

Safety cases are structured arguments, supported by evidence, that a system is sufficiently safe in a
specific deployment context. They are common in other safety-critical industries like nuclear energy
(Bounds, 2020), aviation (Denney et al., 2019), and autonomous vehicles (Myklebust et al., 2020).
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Several scholars (Clymer et al., 2024; Bengio et al., 2024; Wasil et al., 2024; Buhl et al., forthcoming),

companies (Anthropic. 2023; Google DeepMind. 2024), and governments (lrving. 2024) have recently
suggested that safety cases should also be applied to Al systems.

Safety cases have a number of benefits relative to other risk management practices: (1) They ensure that
deployment risk is analyzed in a systematic, comprehensive, and coherent way. They can help with
noticing gaps or unjustified assumptions. (2) They ensure that deployment decisions are explicitly
assessed in terms of overall risk, not just in terms of whether a process has been carried out successfully.
Developers must explain not just what they have done at each stage, but also why they think it is
sufficient to prevent unacceptable risk. (3) They facilitate transparency with respect to deployment
decisions. They present information about the model, risks, and safeguards in a way that makes it easier
to understand the overall reasoning behind a deployment decision. This enables both internal and
external scrutiny. It would also help downstream developers to create safe products by making it clear
under what conditions the systems would no longer be considered safe from misuse.

e Developers of the most capable foundation models should prepare a safety case ahead of
deployment. NIST Al 800-1 already includes many elements of safety cases (e.qg. risk thresholds,
risk estimates, proportional safeguards). Safety cases would tie these elements together in a single
comprehensive analysis of a given deployment decision. We think that NIST Al 800-1 should
recommend that developers of the most capable models (e.g. models trained with more than 10%
operations) should prepare a safety case ahead of deployment. Initially, these safety cases may
simply argue that (1) a dual-use foundation model would not pose unacceptable risk if it remains
within predefined capability thresholds such as those set out by the developer in a safety framework,
and that (2) a specific model is in fact within these thresholds. Over time, safety cases may come to
be more bespoke for each individual release.

5. Role of other actors in the supply chain

Although NIST Al 800-1 focuses on the initial developers of dual-use foundation models, it acknowledges
the role of other actors in the supply chain. We think NIST Al 800-1 should put more emphasis on how the
initial developers should interact with downstream developers and compute providers.

Downstream developers

By “downstream developers”, we mean developers that apply foundation models to end user-facing
applications (Kuspert et al., 2023). Among other things, downstream developers could increase misuse
risks by enhancing foundation models (Davidson et al., 2023) or by removing safeguards put in place by
upstream developers (Zhan et al., 2023; Lermen et al., 2023; Gade et al., 2023). NIST Al 800-1 already
recommends some actions that developers should take with respect to downstream developers, but we
think the recommendations should be expanded further.

e Developers of foundation models should take additional steps to manage risk from
downstream development. We think that NIST Al 800-1 should (1) highlight that incident-response
processes should also consider the potential misuse of downstream applications, (2) recommend that
“protections for reporting of misuse issues” apply to downstream developers, (3) recommend that
developers consider what restrictions may be needed on how downstream developers can adjust the
model, and (4) recommend that developers establish two-way communication channels with
downstream developers to facilitate effective sharing of misuse risks and incidents.
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Downstream developers should consider adopting the recommendations in NIST Al 800-1
where appropriate. Although we agree that the focus should remain on the developers of foundation
models, NIST Al 800-1 could highlight that downstream developers may want to consider how the
recommendations apply to them. One way to do this would be to make a general recommendation
(for example, in Section 2 on “Scope”) that downstream developers also consider the guidelines
where appropriate. An alternative approach would be to set out more specifically which
recommendations are likely to apply to downstream developers (for example, in an Appendix to the
guidelines).

Compute providers

Computing power (“‘compute”) is crucial for the development and deployment of foundation models
(Buchanan, 2020; Sastry et al., 2024). Since compute providers (also referred to as “cloud providers”) can

play a key role in Al governance and infrastructure security (Heim et al., 2024), it has been suggested that
they should have responsibilities associated with Al development and deployment (Heim et al., 2024;
Egan & Heim, 2023). Among other things, we think this should likely include taking steps to manage

misuse risks.

Developers of foundation models may benefit from choosing responsible compute providers.
It will be in developers’ interest to ensure that their supply chains (including their compute providers)
are secure. For example, compute providers that offer their services to non-state actors may be
endangering a developers’ security due to the potential risk of “side-channel attacks”. Furthermore,
encouraging developers to choose responsible compute providers will likely be important for
promoting responsible practices and reducing misuse risks more broadly. Examples of steps that
developers may want compute providers to take include (1) implementing “Know Your Customer”
requirements for large training runs, (2) securing IP and model weights to prevent theft, and (3)
establishing processes for record keeping to allow for forensics and post-incident attribution (Heim et

al.. 2024; Egan & Heim, 2023).
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Appendix A: List of recommended changes

Below, we suggest specific changes to NIST Al 800-1. Note that this does not cover all of our
recommendations above, but only those where we have specific sentence-level suggestions.

Section 2 (Scope)

Current version

The practices in this document
are principally focused on the
central role that foundation
models’ initial developers have
in the supply chain for their
models. These developers
contribute most to determining
how their models are made
available, the models’
capabilities, and safeguards
against their misuse. [...]

Suggested changes

The practices in this document
focus primarily on developers
of foundation models are

— :

. i .
modets. These developers
contribute most to determining
how their models are made
available, the models’
capabilities, and safeguards
against their misuse.

However, not all developers of
foundation models should be
treated equally. Developers of
the most capable foundation
models. i.e. models trained
with less than 10% operations,
are expected to take more
extensive measures than
developers of less capable
models. Inversely, developers
of less capable models may
adopt light-touch versions of
the practices,

Open foundation models
hould al treat
differently. Since open
foundation models are
particularly beneficial to
society, while also
several practices need to be
fied f .
open foundation models.

In some cases, model
developers may share
influence over these factors
with an external partner, such
as a cloud service provider
that leads deployment of the
model, and in such cases
these partners also have
expanded opportunities and
responsibilities to manage the
risks that a model may be
misused.

Rationale
[Learn more]

Treating all developers of
foundation models the same
will likely be disproportionate.

The need for treating the most
capable models differently is
generally accepted in the
literature (e.g. Bommasani et
al.. 2021; Anderljung et al..
2023; Bengio et al., 2024) and
has been acknowledged in
several policy documents (e.g.
G7, 2023a, 2023b; DSIT,
2023, 2024).

There is also emerging
consensus that open
foundation models require a
more nuanced treatment
(Seger et al., 2023; Bateman
et al., 2024; Seger & O'Dell,
2024). Since open foundation
models might also exacerbate
misuse risk, they should not
be exempt from NIST Al
800-1, even if they greatly
benefit society.

[Learn more

Suggesting that relevant
stakeholders (e.g. downstream
developers) may wish to
consider how these practices
apply to them increases the
potential impact of the
guidelines, whilst still
maintaining the focus on initial
developers.
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Practice 1.2,
Recommendation 4

Practice 1.3,
Recommendation 5

Practice 2.2,
Recommendation 2

Practice 5.3,
Recommendation 1

Current version

N/A

N/A

Plan to implement security
practices to protect models
from model theft if necessary
to manage misuse risk. Define
security goals and a timeline
for achieving those goals.

For each deployment,
establish a process to
determine whether the
deployment should proceed

Suggested changes

Other parties also play
important roles in managing
misuse risks, but they are not
the focus of this document.
They include downstream
developers and deployers,
compute providers, third-party
evaluators and auditors, civil
society organizations, and
government agencies.
Relevant stakeholders
throughout the Al supply chain
are encouraged to share
information and collaborate to
understand and mitigate
misuse risks, including to
integrate appropriate risk
mitigations into downstream
systems that rely on
foundation models. Relevant
stakeholders are further
encouraged to consider how
these practices might form
processes. where it is
appropriate and proportionate
to do so.

Validate threat profiles and
related estimates using
methodologies such as
ost-deployment monitorin
i .
threat modeling.

Validate estimates of the
methodologies such as
post-deployment monitoring
human uplift studies. and
threat modeling.

Plan to implement security
practices to protect models
from model theft if necessary
to manage misuse risk. Define
security goals and a timeline
for achieving those goals.
Consider the use of physical
cybersecurity and insider
threat safequards. as well as
how they work to complement

isk.

For each deployment,
establish a process to
determine whether the
deployment should proceed

Rationale

[Learn more

Employing relevant validation
techniques will be important
for improving the reliability of
estimates.

[Learn more

Employing relevant validation
techniques will be important
for improving the reliability of
estimates.

[Learn more

Making reference to physical
security controls, as well as
cybersecurity and insider
threat safeguards, will help to
reduce misuse risk by
ensuring that developers
consider the full range of
security controls available and
how they complement one
another.

[Learn more

For the most capable models,
it is necessary to have a high



Current version

based on the assessed
misuse risk and a
consideration of any
safeguards. Otherwise,
determine whether the
deployment should be
modified, delayed, or
canceled. For instance,
consider whether further
safety improvements are
feasible prior to deployment,
whether additional time could
be used to carry out a more
reliable estimate of risk, or
whether a more limited
deployment may be more
appropriate given the level of
assessed risk.

Practice 5.3, N/A
Recommendation 3
Practice 6.1, N/A
Recommendation 7
Practice 6.1, N/A

Recommendation 8

Suggested changes

based on the assessed
misuse risk and a
consideration of any
safeguards. Otherwise,
determine whether the
deployment should be
modified, delayed, or
canceled. For instance,
consider whether further
safety improvements are
feasible prior to deployment,
whether additional time could
be used to carry out a more
reliable estimate of risk, or
whether a more limited
deployment may be more
appropriate given the level of
assessed risk.

Eor the most capable models.
only deploy after a safety case
has been produced and has
passed internal review, with

external input where
ropri

Ahead of each deployment
consider whether there should
be any restrictions on how
downstream developers can
adjust the model.

- . —
impacts of an Al system’s
addition to monitoring the Al
system’s outputs. To perform
such monitoring. developers
may have to work with actors

- . - f
Al systems (e.q. financial
fransactions or access to a
robotic laboratory). Developers
may also have to collate
Iof - iff
monitoring systems.

Consider implementin
methods for Al systems to
identify themselves to human
f ” - -
they interact. For example, an
Al system could presentan |D

whenever it sends a JSON
request to an external service.

Rationale

level of assurance of safety
before deploying a model. A
safety case ensures that a
comprehensive assessment of
whether misuse risk has been
adequately managed. An
internal review process for the
safety case decreases the
risks of errors or flaws in
reasoning that might mean
that misuse risk is greater than
estimated, helping to prevent
the deployment that exceeds
the organization’s risk
tolerance.

[Learn more

Restrictions on how
downstream developers can
adjust the model could help to
keep misuse risks at an
acceptable level.

[Learn more]

Such monitoring could be
particularly helpful for Al
agents (Chan et al, 2024a).
This is consistent with the goal
of Objective 6 to “engage with
and encourage findings from
the public, relevant civil
society organizations, external
researchers, and the
foundation model’s third-party
distribution partners”.

[Learn more

As above. Entities that interact
with Al agents could have
information pertinent to
detecting and addressing
misuse, if they can identify
with which agent they are
interacting (Chan et al. 2024a,
2024b).
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Practice 6.2,
Recommendation 5

Practice 6.3,
Recommendation 1

Practice 7.1

Practice 7.1,
Recommendation 7

Current version

N/A

Adopt policies that protect
and reward individuals who
report model issues related to
misuse risk.

Publish regular transparency
reports that include key details
regarding misuse risks and
how those risks are managed.

N/A

Suggested changes

Consider how processes for
. . :
model misuse will apply to the
- - .
downstream applications.

Adopt policies that protect
and reward individuals who
report model issues related to
misuse risk. Consider how
these policies may apply to
downstream developers,

Publish regular transparency
reports, as well as safety
cases for the most capable
models, that include key
details regarding misuse risks
and how those risks are
managed.

For the most capable models
also produce a safety case

that demonstrates that

deployment does not pose
misuse risk that exceeds the
organization’s risk tolerance
under which the safety case

- . Publi
a version of the safety case
that includes as much
information as possible without
disclosing proprietary
information or introducing risks
to public safety. Share more
relevant external stakeholders
such as downstream
developers, third party
evaluators, or requlator
bodies.

Rationale

Learn more]

Ensures that incident
response processes are
broad enough to cover the
range of downstream
applications that may result in
misuse.

Learn more]

Ensures that relevant policies
are extended to downstream
developers, where
appropriate, to encourage
reporting of model issues.

[Learn more]

See below.

[Learn more

To facilitate transparency into
deployment decisions for the
most capable models,
organizations should not only
publish relevant information
about the model, as outlined in
Recommendation 1-5, but
explain why and how the
information demonstrates that
misuse risk does not exceed
the organization’s risk
tolerance. They should also
explain the conditions under
which the safety case holds.
This will enable downstream
developers and other
stakeholders to take
appropriate actions to mitigate
the risks of potential future
products that use or are based
on the model.

Complete safety cases will
likely include proprietary
information, for example
copyrighted training
algorithms, as well as
information that might pose
risks to public safety, for
example detailed threat
profiles. Organizations should



Practice 7.1, 7.2 and 7.3,
Documentation

Practice 7.1,
Recommendation 7

Practice 7.3,
Recommendation 1

Practice 7.3,
Recommendation 4

Practice 7.3,
Recommendation 5

Current version

N/A

N/A

Based on existing best
practices and adequate review
of the benefits and risks of
disclosing certain information,
define the category of misuse
events to report.

N/A

N/A

Suggested changes

A summary of the
organization’s policies with
respect to what information the
rganization will shar
externally, who it will share it
-
public), and what information it
- : -
including details on when
information-sharing would be
subject to a risk assessment
and how to conduct such an

assessment,

S B .
current and anticipated

. .
including the domains in which
the tasks it performs or is
expected to perform, and any

relevant information on usage
trends.

Based on existing best
practices and adequate review
of the benefits and risks of
disclosing certain information,
define the category of misuse
events to report, clearly

istinguishin tween safet
and security incidents.

Consider including “near miss”
incidents in reports to inform

future management of
potential misuse risks.

Establish two-way
communication channels with
downstream developers to
facilitate effective sharing of
misuse risks and incident

reports.

Rationale

therefore not publish complete
safety cases, but should
instead produce several
versions to publish to different
audiences.

[Learn more]

This would help to provide
greater transparency around
organizations’
information-sharing practices.

[Learn more]

This would help to provide
greater transparency around
potential misuse risks.

[Learn more

Safety and security incidents
usually have different risk
profiles and require different
treatment. Therefore, it is
sensible to distinguish
between them when recording
and reporting incidents.

[Learn more

Including near-miss events
improves the accuracy of
reporting and is valuable for
safety learning.

[Learn more]

Ensures that initial
developers and downstream
developers are effectively
communicating about misuse
risks and incidents which will
support the development of
effective risk mitigation
strategies.



Appendix B: Overview of objectives and practices

The following table gives an overview of all objectives and practices in NIST Al 800-1.

Objectives

Objective 1: Anticipate potential
misuse risk

Objective 2: Establish plans for
managing misuse risk

Objective 3: Manage the risks
of model theft

Objective 4: Measure misuse
risk

Objective 5: Ensure that
misuse risk is managed before
deploying foundation models

Objective 6: Collect and
respond to information about
misuse after deployment

Objective 7: Provide
appropriate transparency about
misuse risk

Practices

Practice 1.1: Identify and maintain a list of threat profiles that covers significant ways in which
malicious actors might misuse the model.

Practice 1.2: Assess the impact of each identified threat profile if the malicious actor
successfully misused the model.

Practice 1.3: Estimate the model’s capabilities of concern before it is developed by comparing
it to existing models.

Practice 2.1: Identify a level of misuse risk which the organization considers unacceptable.

Practice 2.2: Establish a roadmap to manage misuse risks for the development of planned
foundation models and future versions.

Practice 3.1: Assess the risk of model theft from relevant threat actors.

Practice 3.2: Compare predicted misuse risk to the organization’s risk tolerance prior to
developing models with increased capabilities of concern.

Practice 3.3: Maintain security practices sufficient to prevent model theft.
Practice 4.1: Measure model capabilities relevant to assessing misuse risk.

Practice 4.2: Use red teams to assess whether threat actors could bypass model and system 5
safeguards and misuse any capabilities of concern.

Practice 5.1: Assess the effect of a potential deployment on the model’s misuse risk.
Practice 5.2: Implement safeguards proportionate to the model’s misuse risk.
Practice 5.3: Only pursue deployments where misuse risk is adequately managed.
Practice 6.1: Where possible, monitor distribution channels for evidence of misuse.
Practice 6.2: Maintain a process to respond to incidents of model misuse.

Practice 6.3: Establish protections for internal reporting of misuse issues.

Practice 6.4: Provide safe harbors for third-party safety research.

Practice 6.5: Create bounties for issues related to the misuse risk.

Practice 7.1: Publish regular transparency reports that include key details regarding misuse
risks and how those risks are managed.

Practice 7.2: Disclose information about risk management practices to promote accountability.

Practice 7.3: Report incidents and hazards related to the foundation model to Al incident
databases.
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